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Abstract 

Retail investing has become increasingly popular. Over the counter stock and forex markets have 

dominated this rise in the past decades.  A new form of retail investing which is fast becoming popular 

too is the crypto currency market. Legacy markets have seen the rise of new trading and investing 

platforms that are user friendly to the majority of retail investors, with apps like Robinhood dominating 

the space. Crypto currencies have also seen the rise of user friendly apps, however these are mostly 

wallets with a limited selection of tokens, Coinbase is the popular app. However the complexity of the 

crypto market keeps evolving, hundreds of new projects tackling different problems establish every year. 

There is need for a more comprehensive investing platform to encompass the majority of new tokens 

whilst tapping into new earning mechanisms like yield farming and liquidity mining, whilst offering 

flexibility. Regardless, a review of the available research literature indicates that more new money is 

flowing into crypto even with the limited token portfolios availed by Coinbase or crypto funds / asset 

managers. AuM have grown four times in 2019 alone for crypto funds. Crypto funds are being touted as 

the new gold rush by investment firms to offer their clients more options. However our research found 

that in both markets locked liquidity constraints are an issue, once funds are in an asset, unlike with 

traditional brokers where stocks (just as houses) can be used as assets to get loans or new liquidity, that 

is not possible with current retail investing platforms. The legal work around in finance, as well as the 

technology available in blockchain today make is possible to address this, without upsetting the status 

quo with any stakeholder in retail investing. This conclusion points to the need to develop a platform 

that serves everyone; solving problems for both retail crypto and stock investors, as well as crypto funds, 

investment firms, retail stock trading platforms, crypto wallets and any other investment service 

provider who has investor clients. 

 

 

 

 

 

 

 

 

 

 

 
 



 

 

1. Introduction 

Investing in equity markets has constantly evolved over the decades, and that evolution is not showing 

signs of slowing down with new markets on the rise. Blockchain technology and the inherent crypto 

currencies have taken the world of finance by storm. What started out just as a one man mission in 2008 

to create a digital coin technology that can’t be manipulated rigged or printed by world governments, 

has turned into an industry and in some corners a cult, that’s now worth over a whopping 200 billion 

dollars. With technology so complex and unique that it has attracted the best minds in software 

development from big companies such as Google and Microsoft, to quit their jobs and join blockchain 

solutions project teams. This is just the start for such a new industry, barely twelve years old, but one 

that is not shy to challenge existing infrastructure systems in a bid to take over as the next best thing. 

Application range from simple USD dollar digital tokens that can be send in simple transactions between 

wallets, to more complex applications like a decentralized internet where users control their own online 

user data that would normally be mined by companies such as Google. The technology is so robust and 

the potential applications of the technology are so relevant that its clear to even governments that 

blockchain is here to stay. A realization that has been shared by people regarded to know everything 

about anything, people who pull on every thread to establish the true value of any technology, before 

getting a piece of the pie. These are your corporate investment firms and fund managers. In this 

research we will take a look at the potential of crypto currencies specifically in the retail equity markets, 

and see how they can unlock further value in the entire retail investing market. 

 

2. Growth of crypto funds 

Crypto investments are increasingly going mainstream, unlike in the early years where there was no way 

of telling how much money is flowing into crypto, recently esteemed financial institutions now also 

conduct research and give concise details on how the industry in growing. As noted in the report 2020 

Crypto Hedge Fund Report (PWC & Elwood Asset Management, 2020, p.3), "we  provide  an  overview of  

the  global  crypto hedge fund  landscape and offer  insights into both quantitative elements (such as 

liquidity  terms,  trading  of crypto currencies and performance) and qualitative aspects, such as  best  

practice with respect  to  custody  and  governance. By sharing these insights with the broader crypto 

industry, our goal is to encourage the adoption of sound practices by market participants as the 

ecosystem matures". 

According to the afore mentioned report, their research focuses on actively managed crypto hedge 

funds which invest/trade in liquid, public crypto currencies and other instruments. This excludes: Crypto 

index funds (including passive/tracker funds); and Crypto venture capital funds (which make equity type 

investments). This is the core of retail fund management firms in the crypto space, to reflect a true 

picture of performance. They estimate that the total AuM of crypto hedge funds globally increased in 

2019 to over US$2 billion from US$1 billion the previous year. AuM (Assets under management). The 

report shows us that the percentage of crypto hedge funds with an AuM of over US$20 million increased 

in 2019 from 19% to 35%. This is not surprising: funds with a larger AuM tend to  attract  not  only new 



 

 

investors  but larger ticket sizes, as investors  are restricted  from  representing  more than 10% of AuM  

due to  concentration risk. There are around 150 active crypto hedge funds. Almost two thirds of these 

(63%) were launched in 2018 or 2019. 

What’s more impressive is how funds are embracing the multi-faceted nature of the crypto space, 

adopting wider involvement in staking, lending and liquidity mining. These 3 are now vital in maximizing 

returns and gives the funds multiple revenue streams. This shows deep engagement by crypto hedge 

funds not just a show of face.  

Crypto hedge fund teams have also seen an increase in number of financial experts joining the sector. As 

stated in the report 2020 Crypto Hedge Fund Report (PWC & Elwood Asset Management, 2020, p.13), 

"While the average size of investment teams has marginally increased from 7.5 to 8.7 people, the 

average years of investment management experience has doubled to 50 (from 24). This suggests that an 

increasing number of experienced investment professionals are entering the crypto space, leading to 

financially savvier crypto fund teams". 

In regards to the fund managers, two thirds of crypto hedge fund managers are located in the United 

States and the United Kingdom -two existing financial centres with a large number of traditional hedge 

fund managers. Significant numbers of fund managers are also located in Gibraltar, Switzerland and 

Hong Kong. This is a direct reflection of where the demand for most fund managers are and this trend is 

likely to continue as these countries are at the forefront of any financial innovation always. 

 
3. Crypto funds the new frontier for institutional investors 

We know crypto funds are on the rise. However they are one side of the coin, as anyone can start a 

crypto hedge fund and some of these are not as reputable as the biggest institutional investors. It is 

worth noting that over 90% of crypto fund clients are high net worth individuals and family offices. Not 

the ordinary individual investors, yet in traditional asset management or stock investing, like investment 

banks like JP Morgan attract the biggest number of ordinary people. So a true measure of how crypto 

currency investing will likely end up being the focus of every investment firm would be to look at how 

institutional investors are getting into crypto currencies. JP Morgan alone has over 4 million client 

accounts. If firms like these open crypto hedge funds for their clients then that is the retail client base 

that truly matters and officially makes crypto investing mainstream. 

In an article as many as 36% of large investors own crypto assets, and bitcoin is the most popular 

(Business Insider, 2020) "As many as 36% of institutional investors in the US and Europe own crypto 

assets, according to a survey of 774 firms released by Fidelity Investments.  Institutional investors 

include pension funds, family offices, financial advisers, and hedge funds. In the US, 27% of investors 

said they hold crypto assets, up from 22% a year ago when Fidelity surveyed 441 American firms. In 

Europe, 45% of firms surveyed said they hold crypto assets. " 

This actually started in 2019, when crypto was having its worst year, a full on bear season. But 

institutional investors at the end of 2019 were already preparing to get into crypto. Previously Bitcoin 



 

 

futures had been the main form of Bitcoin investment offered to institutions, and in the Q4 of 2019 it 

saw a huge spike in volume. In addition something that would lay a foundation for more institutional 

involvement happened in November of 2019, Bakkt opened the Bakkt Warehouse to offer its bitcoin 

custody service to institutions around the globe, not just Bakkt Bitcoin Futures Clients. Adam White, 

COO of Bakkt, said: “A critical link — perhaps the critical link — in the institutional adoption of Bitcoin is 

custody. When investors have ready access to regulated custodians whose security and processes they 

trust, the full potential of this emerging asset class and technology can flourish.” 

As cited in the article The Rise of Institutional Investment in Cryptocurrency (blockchainland, 2019) "To 

so broadly open Bitcoin custody services, Bakkt needed the approval of the New York Department of 

Financial Services, which it duly obtained." Institutional investors largely rely on independent 

professional service providers to enable them, as this gives them more rigidity in the sight of their 

stakeholders. So this service is one of the factors fuelling institutional growth. 

4. Statutory compliance 

Most countries, if not arguably all, do not have regulatory laws specific to crypto currencies; their use 

and trading. Most classify them as financial assets and as such fall under those asset management laws 

but then lack in regards to monetary value recognition. It’s still argued not to be money by many courts 

across the globe. Whilst the presents a bit of a pickle for cult crypto traders, this presents an opportunity 

for legal work around as far as trading them without special licenses is concerned. Nor can funds be 

forced to adhere to strict banking regulations, as would be the case if they were to be officially 

recognized as money. Outside of their ecosystems they have no value, and are subject to speculative 

value as you would with tulips.  

In the US for example, crypto currencies are regulated under the securities act, and are regarded as 

securities. This is good and bad at the same time. The good side of it is that money laws would be 

stricter (as we will show in the case of Texas next). The bad is that if tokens are treated as securities, 

existing exchanges and wallet providers would also need to be regulated, registering with regulators. 

This adds a barrier to entry, but not an impossible one you simply have to comply as Coinbase has for 

instance, and business goes on. What’s important is to note that investors themselves are not required 

to have any special licenses to own these assets, just exchanges and wallets. 

Now in Texas, the Texas Department of Banking could consider stable coins as money, making them and 

exchanges that deal with them subject to a number of Texas laws and license requirements. Supervisory 

Memorandum — 1037, which published by the financial watchdog examines the regulatory treatment 

of digital currencies under the Texas Money Services Act and addresses current trends in the field, 

including the introduction of stable coins to the market. Stable coins are a kind of centralized 

cryptocurrency backed by the issuer with conventional currency, precious metals and sometimes 

algorithms. As cited in Texas Financial Watchdog May Recognize Stable coins as Money for Licensing 

Purposes (cointelegraph, 2019), "The Act reads that receiving a sovereign-backed stablecoin in exchange 

for “a promise” to make it available at a future date or different location may be recognized as a money 

transfer". 



 

 

As a cry out by most crypto enthusiasts, one such in an article Why Regulating Cryptocurrencies As 

Securities Would Stifle Growth (Pawel Kuskowski, 2018), "Consequently, any regulator of the crypto 

market must acknowledge two things. First, that crypto currencies should not be the primary focus of 

regulation; blockchain, the technology upon which they are built, should be. Second, that it should not 

be the technology itself that is regulated, but its possible outcomes". This has been the argument for 

most sympathizers, even in government level.  

The future looks optimistic however as the regulators are not too strict in their enforcement and 

lawmakers in Washington are preparing crypto friendly regulations. One such article that points this out 

US Lawmakers Propose To Exclude Cryptocurrencies From Securities Laws (Blocktribune,2018), 

"Representatives Warren Davidson and Darren Soto introduced a bill, called the Token Taxonomy Act of 

2018, that seeks to exclude digital assets from being defined as securities by amending the Securities Act 

of 1933 and the Securities Act of 1934. The bill calls for the US Securities and Exchange Commission (SEC) 

to enact certain regulatory changes regarding digital units secured through public key cryptography". 

This would mean that cryptos become regulated under the purview of the Federal Trade Commission. So 

crypto has friends in some lawmakers and this shows how regulation could become friendlier even more. 

 

5. The other side of retail investing - stocks 

Now that we've taken a look at crypto markets, and have seen; where they have come from, where they 

are now and where they are going. They are only one side of modern day retail investing, the other half 

is in stock markets. Millennials, stocks and RobinHood - those three words are widely used together 

when discussing retail stock trading. Other trading popular apps include Charles Schwab, Robinhood, 

Square, SoFi and Stash. Unlike in the old days where trading stocks involved picking up a phone and 

calling your broker or faxing paperwork, nowadays these apps have simplified and speeded up the 

process. And to break down more barriers to entry they all allow investors to buy fractional shares of 

individual stocks and, some cases, ETFs, for $1 or more.  

Research shows that millennials or the new generation is at the cusp of overtaking the dominance in the 

market previously held by the older generation who are mostly in their 50s or older. So much that some 

speculate that they are the ones moving the market, as written in Who’s driving stock markets these 

days? Try this idea – millennials (wraltechwire, 2020), "We are seeing more new client activity — 

opening new accounts with people who want to get invested. We did not see this kind of activity in 

2008,” a Schwab spokesperson said. Individual investors now account for 20% of equity trading, 

according to an analysis by Bloomberg Intelligence’s Larry Tabb, making them the second-largest group 

of investors in the market.  

Digging into the statistics to see how popular these apps are, let’s look at Robinhood just to get the idea. 

Robinhood was popular even before launch. In 2014, 340,000 people had signed up to the app’s waitlist, 

by March 2015 (a month before it launched), that figure had doubled to 700,000. Fans from Europe, 

Australia and South America filled Robinhood’s forums, pleading for the app to launch in their country. 

Robinhood was the 10th most downloaded financial app in 2018 and 2019, but has since reached 4th 



 

 

and 7th in the iOS and Android app stores, respectively. As of 2020 it currently has 13 million users, and 

the average age of its users is 31. In 2019 it processed over $150 billion worth of trades. Its competitors 

are all larger than it in terms of assets under management. E-Trade, TD Ameritrade and Charles Schwab, 

are its competition, with assets under management of $600 billion, $1.3 trillion and $3.8 trillion 

respectively. That is how big the retail investing market is right now through these new age stock 

broking apps. However in terms of users, Robinhood has the biggest, according to Robinhood Revenue 

and Usage Statistics (2020) (David Curry - Businessofapps, 2020), "despite the other stockbroking apps 

lowering minimum deposit and commissions, in some cases to zero, to entice younger users." 

This trend of a boom in the number of young investors is global. In Australia the article Millennials and 

the markets – are they really behind the rollercoaster? (Hannah Warren, 2020), "as the article Closer to 

home, Aussie trading platform Stake, which lets Australians trade the US markets, saw a similar wave of 

new customers, with a 129 per cent increase in the first half of this year over the previous six months. 

Trading volumes also increased by 167 per cent, an indication of the number of people who are trying to 

take advantage of the volatility of the market in a COVID world." These apps are global, with a common 

trend of making it easy for new investors who normally were priced out before, to participate. As the 

article goes on to write how the interfaces are also gamified to make it really enjoyable and simple to 

understand. To those who are novice they even have copy trade features so you can see how other 

traders portfolios are performing and simply copy them.  

Like anything that involves the new generation, there are chat rooms, blog sites, reddit threads, even 

social media influencers who drive the frenzy. One such for retail stock investing is David Portnoy. His 

livestreams reach thousands of viewers, millennials and Gen Z, all looking for a quick lead as to which 

stock to buy next. Some of these stocks even include Hertz the as bankrupt rental car giant. To show 

that these traders have market moving power, such stocks have seen gains from near zero to $500 in 

less than 2 months, that can’t be explained even by veteran wall street traders, as the hype by 

millennials who follow influencers push the prices up to unseen highs, before they start to dump their 

stocks and take profit all in sequence. This has worked, and is working for the younger generation. Lately, 

mom-and-pop investors have outperformed pros like Cooperman and mutual funds, according to a 

research report from Goldman Sachs. But for how long is what they veterans question, all being 

prophets of doom. 



 

 

  

The above image illustrates how Hertz and FANGDD have been bought up and dumped in a space of a 

few days by the new generation traders using these new stock broking apps. As have traditional stock 

traders done before, to follow the hype and pump up prices, but on a longer timeframe, so are the new 

generation doing, except the new generation doesn’t care about fundamentals that would guarantee 

the stock stays up long-term, its pure hype. Their discussions rooms online are awash with questions like 

where should i put my $5000 right now, what’s pumping next, etc. And social influencers like David 

Portnoy or dictate which stock he wants to be bought up next, presumably after having bought it up 

himself secretly already. DYOR or do your own research is the most thrown around reply given in these 

chat rooms, as a disclaimer after giving advice. 

However not all traders are making money, in the article by Shawn Langlois Cooped-up’ millennial 

traders have sparked a new pandemic — it won’t end well, warns Princeton economist (MarketWatch, 

2020), "Malkiel cited several longer-range studies that show how poorly these active traders tend to do 

in the stock market. One from the University of California showed that individual traders on the Charles 

Schwab trading platform substantially underperformed the market over a six-year period. In fact, the 

more they traded during the period, the more they lagged the index funds". 

Regardless, as the overall wealth of millennials increases over the next couple of decades, they will 

become key drivers of not only the economy but also of the stock markets. This take is by the CEO of 

Vested a popular Indian based stock trading app, similar to its US counterparts. Which also has 60 

percent of its users being aged between 24 and 31. It’s a change in tide that is unfolding right before our 

eyes. TRTworld magazine wrote in the article Robinhood’ and merry millennial investors stare down 

boomers "Retail investors, who are categorized as individuals like you and me, unlike big-buck pension 

funds, have become the driving force in the recent rally behind the US stock market. An indicator of 

their involvement is the high trade volume, which is many times the 2019 level for some stocks", (2020, 

June). 



 

 

With that being said, this research shows that retail stock investing draws a lot of parallels with retail 

crypto investing. The cult like herds of investors seeking the next big project to put money into, the 

organized pumps and dumps, the influencers who drive newbies towards the next hot pick to invest in, 

the attraction to low liquidity or market cap assets that can give massive gains easily, the discussion 

rooms where trade hypotheses are shared with the same DYOR disclaimer, the list goes on. This is 

because it’s the same generation, if not the same investors, who are participating. Their characteristics 

are identical; internet based research to seek a quick profit, they are data centric and have a global 

mentality, high risk tolerance and very little fear.  

Taking a step back, the two markets; stock and crypto, are basically two sides of the same coin of 

opportunity for the new generation.  

6. The Incoherency 

The retail investing market as a whole will likely remain how most people will invest in stocks in the 

future. For every generation based on technology at the time, regulations and systems in place, there is 

an approach to how investing is done. These three factors shape how each generation invests. For the 

old generation it involved filing paper filing and picking up the phone to call your broker. At the time 

they embraced the change and took this new wave of investors seriously. Then it shifted to fax machines 

and computers for the next generation. It was taken seriously across the whole financial sector. Now it’s 

the dawn of a new approach, retail investing apps on smartphones. This is proving difficult for the whole 

financial sector to embrace. It’s a tough pill to swallow, its Silicon Valley meets Wall Street, and to most 

they take it as a gimmick - but it’s actually not as the research data proves. 

There is very little being done to push law makers and regulatory institutions like central banks or 

federal reserves, to treat shares you buy through these apps the same way as shares you buy through 

investment banks. I.e. treat is as property and keep official records of that ownership so that you those 

records can be used for security based lending as recognizable collateral. 

When you buy shares, you own a piece of the company, that’s what it represents. For at least 400 years, 

when you purchased shares in a publicly traded company, you received a piece of paper to certify your 

ownership percentage. Stock certificates were the only way you could prove that you owned shares in a 

company. But the World Wide Web (the web) and e-commerce changed all that. The web brought the 

internet into people’s homes for the first time in 1991, but it wasn't until the late 1990s that investing 

began to change in response to the internet. 

Stock Certificates Are No Longer Necessary. Over time, one American company after another stopped 

issuing stock certificates. Although this change may not seem very newsworthy, it occasionally did hit 

the news, as in 2013 when Disney retired its frame-ready certificates that featured The Walt Disney 

Company's (DIS) most notable cartoon characters. 

Today, most of the world's exchanges have either done away with or are phasing out paper certificates. 

Stock ownership is much easier to prove now thanks to electronic records and electronic 

communication networks (ECN). The internet and online brokerages have made the physical stock 



 

 

certificate a thing of the past. You may still request a stock certificate through the issuing company or 

via a broker. Brokerage firms keep an account in your name with the number of shares that you hold. 

For research citing, the record of the stock you own, according to Investopedia’s article stock certificates 

have gone with the wind, "If you bought your shares through a brokerage firm, it will have an account 

with your name and the number of shares you purchased. Some key details on the certificate itself 

include your name, the company's name, the number of shares you own, as well as the CUSIP number". 

This is not the case for shares you buy through these modern retail investing apps. Robinhood for 

instance, allows you to buy a piece of a stock but they don’t actually buy it for you, they instead push 

the funds to a broker who then couple your funds with other money and do the purchase. You do not 

get an official record of stock ownership from this. So since you don’t have these records, the modern 

day equivalent of a stock certificate, you cannot use those stocks to borrow money with banks. 

Other stock owners who buy shares through normal stock brokers can do this. They have these records 

kept by their brokers and can retrieve them for use in Securities Based Lending. According to 

Investopedia What Is Securities-Based Lending? "The term securities-based lending (SBL) refers to the 

practice of making loans using securities as collateral. Securities-based lending provides ready access to 

capital that can be used for almost any purpose such as buying real estate, purchasing property like 

jewelry or a sports car, or investing in a business". 

So this is a big inconsistency between traditional investing and retail investing. Retail investing markets 

are being overlooked in this regard. As a result if you invest through RobinHood for instance your funds 

are locked into stocks, but you cannot unlock additional liquidity from those stocks through Banks the 

same way they service traditional stock investors. Most millennials don’t know it but they are deprived 

of service in this regard. Traditional markets don’t have this problem, and it shouldn’t end there.  

7. The Opportunity - SBL in retail investing 

So we have identified an inconsistency in banking mechanisms that service the retail and traditional 

investing space. It is a real problem that needs solving. Most traders decry the inability to unlock 

liquidity from invested assets, in both retail stock and crypto investing. This is a multi-billion dollar 

market opportunity. 

Opening up the door for securities based lending to be possible in retail investing can be achieved 

without the need for pushing regulation that gives the equivocal recognition to shares bought through 

apps like Robinhood, as it does to traditionally bought stocks. There is a lot of scrutiny and back pushing 

involved in this approach. The other approach is in placing mechanisms in place through leveraging 

already existing technologies and financial derivatives to achieve the same result. This is the more 

appealing approach that doesn’t upset the status quo for stakeholders who are happy with how things 

are currently running. Instead, develop a solution that plugs and plays with the existing setup. 



 

 

Leveraging existing blockchain technology, to create a Dapp (Decentralized App) and through it use 

financial derivatives in the form of Equity Swaps to synthetically give retail stock investors the same 

freedom to benefit from SBLs just as traditional stock investors have been doing for decades. 

8. Leveraging derivatives and Dapps for value addition in retail investing 

As identified in our research, retail stock trading apps like Robinhood do not offer proof of stock 

ownership or digital stock certificates which can be accepted by Banks, as good collateral or security to 

get SBLs. 

To work around this problem we want to research on the potential of a Dapp that does the following for 

retail stock investors: 

 Give the equivalent of SBL directly from your retail stock broking app 

 Add crypto currencies to the type of assets you can synthetically invest in directly from your app 

 Give the ability to hedge or compound stock gains with crypto market gains 

These benefits are also reciprocated for crypto investors 

 Give the equivalent of SBL, in crypto this is called unlocking liquidity from your token bags or 

holdings 

 Add stocks to the type of assets you can also invest in from your crypto wallet/account 

 Give the ability to hedge or compound crypto gains with those in stocks 

Keep in mind the key aspect of SBLs is to not sell your asset/stock/tokens but use it as collateral to get 

more liquidity or a loan. In the chapters below (9 and beyond), we now research on the technology 

needed for this to work 

9. A first look at Dapps 
 
A Dapp simply means Decentralized application. Decentralized applications, also known as decentralized 
apps or Dapps (generally pronounced dee-apps), are part of a new wave of web applications meant to 
increase the transparency around commercial transactions, governmental processes, supply chains, and 
all those systems that currently require mutual trust between customer and supplier, user and provider. 
The objective of Dapps is to minimize or eliminate the need for any trust between the participants in a 
system interaction, with the aim of empowering users beyond what Web 2.0 has delivered. Some claim 
Dapps could be the backbone of Web 3.0. 
 
Web 2.0 (Wikipedia), “Web 2.0 (also known as Participative (or Participatory) [1] and Social Web) [2] 
refers to websites that emphasize user-generated content, ease of use, participatory culture and 
interoperability (i.e., compatible with other products, systems, and devices) for end users.” These are 
sites like YouTube, Facebook, Tumblr, Medium, etc. Part of what made them Web2.0 was the 
introductions of relational databases, but all of these are centralized in data storage, the company that 
runs it owns servers and handles the data how they want. These are centralized entities as they host the 
system on its premises or through a service or cloud provider and has full control of all the components 
and layers of the system architecture. Decentralized applications on the other hand are run on a 
distributed system that has many participants as nodes that communicate directly to verify the data and 



 

 

transactions that pass through it, its records are transparent and immutable. Trust and security in Dapps 
thanks to P2P network replication is very high. Below is a structural view of how Dapps work.  
 
 

 
 
 
 
 



 

 

In a nutshell here’s how it all works together: only the Dapp’s user interface html elements and server 
side scripts are stored on a centralized server or host. They are downloaded to your computer to 
compile a webpage interface as any website does. When you interact with a page element a JavaScript 
handles the event, grabs the selection and variables, then through various web3.js library functions, it 
sets up the communication with a configured Ethereum node, connects with your smart contract to call 
a function there. The invocation of a function on a smart contract generates a transaction message 
that’s digitally signed against the account of the user to prove they’re the genuine sender. The 
contacted local Ethereum node handles the transaction message, verifies it, and relays it to its peer 
nodes. Peer nodes do the same and keep propagating the transaction, until the transaction hits mining 
nodes. This will happen relatively quickly. 
 
Dapps are different in nature. Some just don’t rely on off-chain data to work. Financial markets Dapps 
do however rely on off-chain data to work properly. Stock prices for example in real time may need to 
be fed into a smart contract, for it to do its job by calling certain functions if the price reaches a certain 
level. 
 
10. Oracles 
 
Oracles are necessary for one big reason as Dapps cannot communicate with the real-world without 
oracles. But why are Dapps not able to do it? That’s because the formats are fundamentally different. 
Blockchain is an append-only solution where the transactions are deterministic. The transactions get 
appended one after another in sequential order. 

For blockchain to access data outside the blockchain, there would be a requirement for non-sequential 
data points, which is impossible in the case of blockchains. So, the blockchain immutability feature limits 
its reach and flexibility. 

When it comes to real-world off-chain data storage, there is non-sequential, non-deterministic data that 
means that the events are stored according to their purpose rather than any specific sequence.  

Oracles help blockchain to talk with the off-chain world data and make sense about it. Without oracles, 
it would not be possible for the blockchain to have meaningful communication with real-world 
applications, services, and data sources. 

Oracles have various types, 5 as listed by Mubashar Iqbal, Fredrick Milani, and Luciano García-Bañuelos 
among other sources.  

 Software oracles – oracles that push information available online to blockchain 

 Hardware oracles – oracles that push information from physical devices (e.g. Sensors, RFID chips, 
etc.) into the blockchain 

 Inbound oracles – oracles that provide smart contracts with data from the external world 

 Outbound oracles – oracles that send information to the outside world 

 Consensus-based oracles – data passed to blockchain is treated as a result of consensus of 
multiple oracles 

 
Encryption methods used in Oracles differ from project to project. The most commonly implemented 
encryption method for data transfer from external sources to oracles is a public key infrastructure (PKI). 
For PKI, the most common encryption technique is transport layer security (TLS). TLS provides 

https://en.wikipedia.org/wiki/Decentralized_application


 

 

authentication, privacy, and data integrity between communicating entities and is the prevalent form of 
secure communication on the internet. One paper presented a solution called TLS-N, a novel 
communication protocol which acts as an oracle and is built on top of TLS. As written by  TLS-N : Non-
repudiation over TLS Enabling Ubiquitous Content Signing for Disintermediation In NDSS (Ritzdorf H, 
Wust K, Gervais A, Felley G, Capkun S., 2018) 
 
Moving on to data validation. We identify data validation as the method by which oracles ensure that 
the data provided to the blockchain is correct. Some studies propose a consensus-based solution where 
data is validated by means of majority voting, i.e., on the basis of the wisdom of the crowd. Another 
consensus-based method relies on weighted voting where each individual vote has a specifically 
assigned weight. Finally, one study proposes a hybrid of PoW and PoS solution. We found that the most 
common approach is to rely on trusted data providers. As such, the oracles do not have any method for 
validating the data. Such a strategy operates under the assumption that the data source is trustworthy. 
 
Oracle integration is a method by which an oracle is interfaced to a blockchain to provide data. We 
found that smart contracts, software modules, custom solutions, and built-in solutions are approaches 
used to integrate oracles with blockchain platforms. The most common integration method is by using a 
custom smart contract. Several studies [The Prediction Platform Based on GXChain (Yayun, 2018)] use 
this approach to integrate decentralized web applications (Dapps), such as implementing a pair of smart 
contracts, one on-chain and other off-chain. Another approach relies on custom software modules. Such 
modules provide additional functionality to achieve integration between the oracle and the blockchain. 
Software modules are often used when physical devices communicate with a blockchain. The software 
module serves as an intermediate agent that, according to rules, manipulates the incoming data from 
oracles be-fore sending it. For instance, in A solution for internet of things based on blockchain 
technology (Bing Mo, Cai Liu, 2018), pp. 112–117, they use RFID readers and a PC with a blockchain node 
to deliver tracking data. This approach is most suitable as a financial information Dapp would need to 
process a lot of data before handing it off in any direction. In addition to managing records in order to 
track all financial by users. 
 
11. Smart Contracts 
 
We have mentioned smart contracts a lot in the above research topic. What are smart contracts, 
according to Investopedia “A smart contract is a self-executing contract with the terms of the agreement 
between buyer and seller being directly written into lines of code. The code and the agreements 
contained therein exist across a distributed, decentralized blockchain network. The code controls the 
execution, and transactions are trackable and irreversible”.  
 
Smart contracts were first proposed in 1994 by Nick Szabo. In his paper, Szabo also proposed the 
execution of a contract for synthetic assets, such as derivatives and bonds. Szabo wrote: "These new 
securities are formed by combining securities (such as bonds) and derivatives (options and futures) in a 
wide variety of ways. Very complex term structures for payments can now be built into standardized 
contracts and traded with low transaction costs, due to computerized analysis of these complex term 
structures." 
 
Smart contracts standards are an essential part of a reliable blockchain solution, especially one that will 
need to be used by even financial institutions. The standards have to be high and robust to inspire 
confidence in the system. The smart contract security alliance gives a good guide on the levels of risks 
that exist. Undetermined - A condition noted during the audit where the impact of the condition is 

https://www.investopedia.com/terms/b/blockchain.asp


 

 

uncertain based upon the findings in the audit. Informational - The issue does not pose an immediate 
threat to continued operation or usage, but is relevant for security best practices, software engineering 
best practices, or defensive redundancy. Low - The risk is relatively small and could not be exploited on a 
recurring basis or is a risk the client has indicated is not important or impactful in view of the client’s 
business circumstances. Medium - The issue puts a subset of individual users’ sensitive information is at 
risk, exploitation would be detrimental for the client’s reputation, or is reasonably likely to lead to 
moderate financial impact. High - The issue puts the vast majority of, or large numbers of, users’ 
sensitive information at risk, or is reasonably likely to lead to catastrophic impact for client’s reputation 
or serious financial implications for client and users. 

For the best standards it is best to engage with companies like Quantstamp. Quantstamp is leading 
blockchain security company. Though the CEO admitted that there are no exact fixed guidelines on what 
a smart contract audit should look like, there are however best practices. But there are also plenty of 
other proprietary standards out there. Take Ethereum, for instance. They have standards for their ERC-
20, and ERC-721, but there are also criteria in place for smart contracts between all the various ERC 
tokens. And when everyone plays by their own rules, the inherent value in having standards is lost. 

12. Dapp Fees 
 
Running a Dapp isn’t free, it costs money. On Ethereum blockchain as a developer you only have to pay 
for contract deployment. Your users are going to pay for all transactions related to your contracts. 
Deploying a contract has a minimum fee of 32000 gas, plus 200 gas per byte of the source code, as per 
Appendix G in the Ethereum yellow paper (The Create and CodeDeposit opcodes). 
 
Citing from Hackernoon, “Only about 20 Dapps have more than 1000 unique users per months. Let’s say 
your Dapp is going to be one of successful and it is going to have 1000 users per month. On average 
active user makes 6 transactions per day. Let’s say for the sake of mental experiment your users visit 
your project half of the days in a month, which will give us roughly 1000 * 6 * 0.5 * 30 * 12= 1'080'000 
transactions a year. Sounds about right.” 
 
As stated before users have to pay to run smart contracts. Let’s see how much they would spend in one 
year. 1'080'000 transactions would cost you ~90 ETH/~$32'400 with an average cost of transaction 
~0.001 ETH/$0.03. Again that might be more or less depending on which gas price used. If you have 
time-critical Dapp like an exchange, gas price probably will be high. If you have Dapp for which it is okay 
to have transactions to commit for a few hours then you can save a lot of transactions fees. 
 
In case of Ethereum, your total cost would consist of deployment + running cost (paid by users) and 
would be around ~90 ETH/~$32'500 for a year. Contrary to Ethereum in EOS blockchain users do not 
need to pay in order to use your smart contract, but you have to stake your EOS tokens in order to 
receive Bandwidth, CPU, and Storage for your smart contract. RAM is so precious that there is an 
internal marketplace, so you have to buy RAM in order to use and later you can sell it. Prices on RAM are 
volatile. 
 
 This makes it hard to calculate how much you have to spend because you need to buy EOS tokens to 
stake, but you can resell them later. No one knows how much you’ll get back. One thing for sure buying 
EOS tokens for the sake of running your Dapp is going to be a big upfront investment. 
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Costs vary from blockchain platform to platform. Depending on the Dapp also, the users or the Dapp 
itself could be the one to take the fees. This is a good alternative for Dapps which want to encourage as 
must traffic as possible by keeping transaction costs low. This is the Meta Transactions approach. A 
third-party (called a relayer) can send another user’s transactions and pay themselves for the gas cost. In 
this scheme, users sign messages (not transactions) containing information about a transaction they 
would like to execute. Relayers are then responsible for signing valid Ethereum transactions with this 
information and sending them to the network, paying for the gas cost. 
 
Another approach that allows you to pay gas fees on behalf of your users is Gas Station Network, a 
decentralized solution to this problem, as well as the OpenZeppelin libraries that allow you to leverage it 
in your Dapps. The Gas Station Network (GSN) is a decentralized network of relayers. It allows you to 
build Dapps where you pay for your users’ transactions, so they do not need to hold Ether to pay for gas, 
easing their onboarding process. 
 
This allows you to grow rapidly as a Dapp, as keeping costs low naturally maximizes on user acquisition. 
For most Dapps it’s a worthwhile trade off. 
 
13. Financial Derivatives to leverage 
 
Now that we’ve looks at the technological side it is only one side of the solution. The task needs both 
technology and a financial derivative to create a work around. Financial derivatives have mostly been 
used in the world of traditional finance to create a synthetic work around to a problem. The most 
common types of derivatives are forwards, futures, options, and swaps.  
 
Financial derivatives are based on an underlying asset, from which the contract bases its value on. The 
most common underlying assets include commodities, stocks, bonds, interest rates, and currencies. 
Stocks are already on that list, it would be good to add crypto currencies to that list, and this is easily 
possible. 
 
In retail investing most people are aware of options and futures.  
 
Options according to Investopedia what is an option? “Options are financial instruments that are 
derivatives based on the value of underlying securities such as stocks. An options contract offers the 
buyer the opportunity to buy or sell—depending on the type of contract they hold—the underlying asset. 
Unlike futures, the holder is not required to buy or sell the asset if they choose not to”. These are the 
common tools used in hedging as one party only pays a small fees to buy the contract rights. They 
limited applicability in this case: we want user to maintain ownership of their asset in the end. On option 
maturity, we do not desire the option holder to buy the whole stock or portfolio of crypto currencies at 
agreed value and take the ownership of the asset from you. What we want instead is to only transfer 
gains or losses in that asset to the other party. That is the true sense of unlocking extra liquidity or 
getting a loan from assets owned. 
 
 
Futures contracts. An options contract gives an investor the right, but not the obligation, to buy (or sell) 
shares at a specific price at any time, as long as the contract is in effect. By contrast, a futures contract 
requires a buyer to purchase shares—and a seller to sell them—on a specific future date, unless the 
holder's position is closed before the expiration date. Still the whole idea is for the stock or crypto 
investor to not lose ownership of their assets at the end of the deal. Otherwise they might just sell them 
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now and decide to fore gore any potential gains in the asset. Then transfer that money to another 
market or stock which they want to enter. 
 
Forwards contracts are very similar to futures except that futures contracts are standardized contracts. 
 
Swap contracts, definition according to Investopedia “A swap is a derivative contract through which two 
parties exchange the cash flows or liabilities from two different financial instruments. Most swaps 
involve cash flows based on a notional principal amount such as a loan or bond, although the instrument 
can be almost anything. Usually, the principal does not change hands. Each cash flow comprises one leg 
of the swap. One cash flow is generally fixed, while the other is variable and based on a benchmark 
interest rate, floating currency exchange rate or index price”. This gives the utility being sought: to agree 
to just transfer gains or losses as if you actually owned the asset yourself. Swaps however do not trade 
on exchanges, and retail investors do not generally engage in swaps. Rather, swaps are over-the-counter 
contracts primarily between businesses or financial institutions that are customized to the needs of both 
parties. As cited earlier that swaps have always excluded retail investors even in the recently launched 
blockchain equity swap platform by Axoni and 15 other investment firms. The first clients to conduct a 
transaction on that platform were Citi Bank and Goldman Sachs. 
 
As cited in the article Citi and Goldman Sachs go live with blockchain equity swaps platform 
 (Hayley McDowell, 2020 Q1), “Blockchain technology provider Axoni has launched a distributed ledger 
network to manage equity swap transactions, with the first live data processed between US banks Citi 
and Goldman Sachs”. The major prohibiting factor was inherent in the fact that it was always brokerage 
firms who traded the large volumes of stocks needed to make it worth it to pay the clearing house costs 
needed for an equity swap. 
 
Things have changed lately. Clearing houses for starters can be replaced by blockchain technology and 
smart contracts, an equally transparent and incorruptible neutral facilitator. Second, the costs are very 
low when using smart contracts instead of traditional ones. Third, retail stock investing has allowed for 
small portions of stocks to be traded or bought, again at very low costs. 
 
Conclusion 
 
The retail investing market is reshaping trading as we know it. With the same regulations in place but 
just the application of technology, it is making possible things that were beyond reach to the majority of 
ordinary people before. It is Silicon Valley meets Wall Street and as technology evolves the whole 
landscape with change dramatically. As noted in the research that even some firms who were 
traditionally not into retail investing launched apps, and even cut fees to be cheaper than their 
competition in order to compete in the space, and currently they have trillions of dollars under 
management. Though a lot has been done to improve the space, a lot more can still be done as 
identified in this research, and the opportunity presented is worth billions of dollars in transactions. 
Blockchain technology though, participating as crypto currencies in retail investing, has the opportunity 
to not only have its tokens traded but to reshape the whole financial system. It’s only a matter of time 
until digital assets are taken just as serious as any other assets or commodities in equity markets, after 
all what gives value is utility and scarcity, from money to minerals. As we live in a digital age, relying 
heavily on technology for every aspect of our lives, digital assets are going to be recognised just as much 
as physical commodities. Institutional investors entering the crypto market will help the retail investors 
to persuade law makers to amend the laws to be crypto friendly, some crypto friendly lawmakers 
already are pushing for these to not impede growth. 
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